Removing Sparklebox Toolbar — January 2010

Introduction

Our company, Systems and Education Limited, provides technical support and
guidance to over 50 primary schools. We’ve been working with primary schools
since 1998.

Over the years school teachers have found vast amounts of free resources which
have helped them to do their job. Teachers have been very good at sharing good
news and great resources. In a similar way, I've been adding ideas and resources
to my blog www.mikemcsharry.com and our website www.systemed.co.uk

Sadly, and fortunately - rarely, some of these resources are not all they appear to
be. This has been the case with the Sparklebox toolbar. Hopefully this document
will help you to remove it.

If you need any more details on removing this product - please could I ask you to
pop a comment on the website — I will reply. In addition, by being on the website
any additional responses are available to more people.

Myself and my colleagues are available for technical support, training and
workshops. In addition, we have provided and installed WordPress based blogs
and websites for schools, voluntary organisations and business groups.

If you feel we could help you or your school, please co get in touch by dropping
me an email mike@systemed.co.uk

The following information is provided for information only.
Please ensure that you back up relevant information from your PC before
following these pages.

Information provided as is, with no warranty expressed or implied.
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How to Remove Sparklebox Toolbar

Since January 5t 2010, our school customers have experienced problems with
the Sparklebox Toolbar.

They have uninstalled it (if they could), and the ‘internet doesn’t work anymore
in school’

To find out what was going on, I had the opportunity to get my hands on a
teacher’s personal laptop - a laptop running Windows XPMedia Centre - at
Service pack 2.

[ took this laptop home and plugged straight into my router / internet and
verified that the Sparklebox Toolbar was installed and running.

On msconfig, internet toolbar lists and output from hijackthis there was no
reference to sparklebox.

Strange - I could see it, but on the Internet Explorer Toolbars there was a
reference to Harmony Hollow Toolbar - turning this off in menu bar control

dropdown stopped Sparklebox.

‘What’s occurring?
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A quick wander through regedit revealed ..

W Favorites  Help

{2 Internet Account Manager
{2 Internet Audio
I:I Inkernet Connection Wizard
{23 Internet Domains
=[] Internet Explarer
{21 AboutURLs
(1 Activel Compatibilizy
{20 Activeit Setup
{1 Advancedoptions
{21 Application Compatibilicy
(20 AutoComplete
{Z] Default Behaviors
{21 Default HTML Editar
{21 Default MHTML Editor
D DependentCompaonents
{21 Document Caching
{21 EmbedExtnToClsidMappings
{1 Explorer Bars
{23 Extension Compatibility
{21 Extensions
(2] Feed Discavery
{21 Tmage Caching
{Z3 InformationCard Token Provider
{23 International
{21 Low Rights
(2 Main
{21 Migration
o
{23 Plugins
{21 PrintAppletsOnFEWINGS
(2 Registration
21 search
{{1 SearchScopes
{230 security
£ Setup
2 sgm

2 styles
‘a

{23 Transitions
{21 Unattend
{2 UnattendBackup
{2 URL Compatibility
{231 ersion Yector

EY_LOCAL _MACHINE\SOFTWARE \MicrosoftiInkernet Exploreri Toolbar

[“] Mame

[38)(Default)

[%%)4z1Fa44EF-376D. .,
{3806b083-6759...

v

Type
REG_SZ
REG_EINARY
REG_52

Data

(walue not set)
oo
Harmony Hollow Software Toalbar

Now we can see that the Sparklebox Toolbar is part of the Conduit extension ..

File Edit Wew Favaorites Help

=0 software
(1 Adobe
(1 AppDatalow
(I3 apple Computer, Inc,
(21 Aurigma
(1 Binary Noise
{11 Black Ice Software, Inc,
(L1 BTHomeHUb
(1 cooB
(1 Classes
= [ Conduit
{1 AppPaths
= Community Alerts
= [ Data
3 channels
=11 Feeds
0 1969
£ 24995
(15819

[0 sources
o e
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[A] Mame

Y]

UpdataFaadInter. .

(Default)
LastCheckTime
LastpdateTime

Lrl

Type Data

REG_SZ {value not set)

REG_DWORD OxcdbdSFebd (12626753975)

REG_CWORD Ox4bdSFeba (12625753%4)

REG_SZ SparkleBox K52 Alerts

REG_DWORD O000000F0 (Z40)

REG_5Z http:)falert. services.conduit.com/alertsjalert Services. ..

www.mikemcsharry.com
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This entry also shows Sparklebox is something to do with Harmony ..

Wiew Favorites  Help

=11 Software ’\ Type Data
[ Adabe REG_SZ {value not set)
(3 #AppDatalow REG_SZ SparklsBox K52

{23 Apple Computer, Inc,
(23 Aurigma
{21 Binary MNoise
{27 Black Ice Software, Inc.
(2 BTHomeHub
(21 cooe
(21 Classes
=3 Conduit
{21 AppPaths
=20 Community Alerts
=] Data
{23 Channels
=] Fesds
(£ 1983
(23 24995
{£3 5819
(L1 sources
(I ReqisteredSources
{2 Settings
(2 Toolbar
(23 cyberlink
[ Disney
(L] EasyBits
(22 epson
(21 Gabest
(23 &y
{21 Google
(21 Haali
{22 Harmony Hollaw
=2 Harmory_Hollow_Software
=1 toolbar
=23 Communities
{9 CT1339827
(23 30574
[ Es
0 Log
{21 Login
(23 Monitared
{21 settings
(23 Hewlett-Packard ™
g

AHKEY_USERS\S-1-5-21-3772087925- 199565407 7-654068097- 10054 SoftwareHarmony _Hallow_Software!taolbar|Communities\CT133

Now - here’s an interesting one - another lead in to the website via
sparkleplus.co.uk - have the RBCs blocked that one?

L] Drawalerts
1 DspadapkertRL
3 Seneral
3 Installrook
=3 Inkernet
=23 Serwver Cache
[Z hkkp:ffblabyparish.leicestershireparishcouncils . orgfuploads)
[Z3 hetp:fflanguage.ezbn.oraflibrary 1 1925539754,
hEkp: ) sources,sparkleb ne.uk)
231 hktp:firesources, sparkleplus. co, kg
A hkkp:ffrunonce. msn.comy)
[Z31 hktp:ffschools. norFaolk. gow . ulkfmyportalfcustomfiles _uploadec
[ hkkp: ffvevay  communicationd all, co. ukfPowerPoink % 20Present.
[Z3 hkkpe: v elearningbwd . netfResource_treefrootFolder fresc
L hkkp: vy geocities, camdmydisplays
[Z3 hekpe: ffvaeas hiturnsales . co.zaforder _Forms )
[ hkkp: v kirbymusxlos-golf . co, ukfdovwnloads )
Z3 hekpe: ffvaavs . kirklees-ednet. org . ukfsubjectsfFoundationfCLL]
[ hkkp: fhvavaes lancsngfl, ac.ukf curriculumy assessment)

T3 Rbrbeo Hfanan lasemimalioe e il fra scbior e devien seo ik o e ded s

Note that on this PC, Sparklebox did not appear in add/remove programs (as the
Sparklebox website says you can).

So in control panel - add/remove Harmony Toolbar and reboot.
On reboot nearly all references harmony gone from registry.
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Start Again

Rebooted and decided to install sparklebox toolbar just in case the version on
this PC was an old / odd one.

Installing the Sparklebox Toolbar - what happens?

Internet Explorer - Security Wannmng W

Do you want to run this software?
Mame: Conduit
Publisher: Conduit Lid.
E] More options Run ] i Don't Run i

@ While files From the Inkernet can be useful, this file bype can pokentially barm
wour computer, Only run sofbware From publishers you trust, What's the risk?

Look - there’s conduit again. Let’s do the install as a ‘typical’ user and say yes to
everything - as they do..

:E'v_ sparkleBox Toolbar installation

SparkleBox (

Foundation and KSI

SparkleBox Toolbar installation

Please take a moment to configure these additional settings.
You will be able to change these settings at any time.

¥ Setthe SparkleBox customized Web Search az my default in Intemet Esplorer
1 W Setmy home page to the SparkleB ox custarmized Web Search page
c,i} Jv Enable me to get instant alerts, which display the latest community news

4, ™ Fix "Page not found" errors

To continue the installation you must agree to the following License Agreement.

End-User License Agreement [A]
"Welcome!

By downloading, installing or using the Software 'S oftware"] or any portion thereof, you
agree to the terms and conditions of thiz End-User Licensze Agreement [T erms").

Dizagres

Taalbar Privacy Palicy
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This generated this warning .. We'll see the nuisance of this later

(' empted Settings Change W

G I An attempt has been made to switch
O« 18 E‘ your default search away from Google.

The default search setting contrals how wou search the web with Internet Explaorer
and other search boxes on your computer. Learn more

() Keep Google as my default search

() Dizable default search protection and chanae my default search ko:

SparkleBox Customized Web Search

You can set vour defaulk search back ko Google and enable protection thraugh the
Google Updater preferences, Learn hiow

And - just for good measure - let’s have these (all ticked by default)

€8 sparklebo:,co.uky

3 - SparkleBox - vn ~OKSl- Fnew[77] - | DE

,-:: Favarites g | =T T )

S8 5parkleBox | Tool  wrant to add these personalized buttons to your toolbar?

ksl E-mail Motifier
Weather
gLl Radia Player

The SparkleBox Toolb
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Let’s see what that has done to Internet Explorer ..

The sparklebox toolbar has appeared and our home page has gone off to
searchconduit. And - ‘harmony’ has appeared fairly heavily in the registry.

= ][« 2 -
@‘\J - (&l sysemed,co.uk l[#2)[x] [£ »
File Edit View Favorites Tools  Help
x (3 - SparkleBox - [v|E3 - fksh- i mew i) - | @ excusves | HE B @ web - B O - - 2 Enainoier - < 10 (DD BEIID0) | [+
r Favorites - ol @ + D Fres Hotmal £]
_ »
(& The page you're looking For wasn't found, v Menu Bar S M v B ) e v Page- Safety - Tooks~ (@-
- = v Favorites Bar
v Compatiilty View Button

v Command Bar
v Status Bar
Windows Live Toolbar

v SparkleBox Toolbar

SParhleBOX .oy et o
,

Foundation and Customize

You can try searching here:

‘ Search
e Google

Brought to you by the SparkleBox community toolbar

Why did I get this page?

©2008, Provided by Conduit.

& @ Internet fa v 1% -

Dane

So, let’s uninstall and see what happens ..

Sparklebox appeared in the add/remove list - look what I actually uninstall ..

Perform Uminstall

“ou are now ready bo uninstall the Community Toolbar from your system.

Click the Finizh button to perform the uninstall. Clhck the Back button to change any of the uninstall
options. Click the Cancel buttan to exit the uninstall.

Wize Installation Wizard®
Cancel ‘
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netall™=Wihdows Internet Bxplorer provided by SKy Eroadbard

el (| toolbar.comjlLininstaltooharid=CT34057 4iwersion=5.3.4.2 [ (8] [%][3] [ spartibox customiced web search 2B

p—h e

Fie Edt View Favorites Took Help

i Favorites 5 @ Suguested sites + [ Free Hotmail ] t=b Slice Gallery -

| @uninstal ] P - 1 b v Page- Safety - Took< @~

»

~

spa%.’esox Stay connected to us - and get so much more - with the SparkleBox Community Toolbar!
Foundation and KSI

Tags: phonics, numbers, displays, signs, role-play, . early years stage, infant, primary, school, teaching,
resources, downloads, sparkle

Uninstall
‘ [ i Thank you for trying the SparkleBox Toolbar.

9y

%

‘We'd like to understand why you have chosen to uninstall this toolbar.
Your feedback will help us improve future versions of the toolbar.

Reason you uninstalled:

D| experienced technical problems =
1 did not like the design of the toolbar »
1 had usage or functionality problems »

Your E-mail (optional):

Dane @ Internet fh v R -

When confronted by that page, the best option is to simply close the screen -
follow on screens ask you for lots of reasons and for your email address.

So - I let the uninstall complete and I re-booted the PC.

IE shows this ..

='Search - Windows Internet Explorer provided by sky Broadband X
T3] [ ritpsifsearch.condut. comy?Searchsource=108ctid=CT340574 Tl [#2][2¢1] [P sparkionion: customizen wets search 2B

Fie Edt View Favorites Took Help

i Favorites 5 @ suguested sites + [ Free Hotmall ] t=b Slice Gallery -

| @search ] N I ] b v Page- Safety - Took < @~

»

2

SparkleBox

Web |mages Toolbar Components Weather More v

N

| =3 Google

Search: @ the web O pages from the UK

Contact us - English (US) - Make this your

=T

©2009 Conduit

B

@ Internet fa - R -
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The top part of the screen is worth looking at ..

S £ conduit. com
el i

Search conduit is home page (and I think the referrer code at the end is the
Sparklebox account number with Conduit / Community Toolbar).

Add the ‘customised search’

Add Sparklebox being blocked inside RBCs - this explains user observations that
‘the internet has stopped working’

In tools = internet options I reset the home page and rebooted.
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Sorting out Search and tidying up

Need to do this in internet properties- search -
Select (say) Google - right click and make as default

Then click on sparklebox and remove.

Ma nage Sdd-ons @

Qe and manage vour Internet Explorer add-ons

-é Marme Status Listing order Search suggestions
> ) 5 EBing 1 Enabled

& Lhobars and Extensions by 3 Enabled

~ =aarch Providers =9 Google 3 Enable

| h Pravid > [ bled

e -'l Google Default 4 Enabled
| Adcelerators
iy ¥ ahoo! 5 Enabiled

.//Ini‘rivate Filtering
—

Then go into toolbars and extensions ..

Ma nage Add-ons W

Wiew and manage your Intermet Explorer add-ons

Mamme Publisher Status File date V[ﬂ

- Control name is not available
toF Toolbars and Extensions

12 Search Providers

Google Script Object Control name is not av...  Enabled t
[E]gcceleratars

Conduit APT Server Control name is not av,,.  Enabled
Harrnony Holliowe Software Fin...  Control name is not av...  Disabled
45 InPrivate Fitering Google Find Bar Control name is not av...  Enabled

Microsoft Corporation

Microsoft Office Ternplate an...  Microsoft Corporation Enabled 19/04/2007 1410 1
InformationCardSigninHelper ... Microsoft Corporation Enabled 0gf03/2000 03:31 8
windowes Media Player Microsoft Corporation Enabled 13/07/2009 22432 1 =
WAL MW TRA M e + B T e e e PN P | LR R N e Ta T T e — ) ~
Al add-ons v o [i]

Conduit API Server

Control name is not avalable

Activel Contral
Search for this add-on via default search provider
More information

Disable
Find rore toolbars and extensions. ..
Learn mare about toolbars and extensions ot

And disable anything to do with conduit, harmony hollow and sparklebox
Malwarebytes and Hijack his found no problems.

There are still a few references to harmony hollow, conduit and sparklebox in
the registry. These don’t appear (stress appear) to be causing any problems.
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To tidy up ..
Download and run ccleaner.

Note the options selected - make a decent job of it!

CPirifonm CCleaner

c CCleaner.com

Windows | apptactens |

& Internet Explorer ANALYSIS COMPLETE - (268,391 secs)
[7] Temporary Internet Fies
[ Cockies 1,83L.1 MB ta be removed, (Approximate size)
[#] Histary
[ Recently Typed URLs Details of files o be delsted (Note: o files have been deleted yet)
[] Index.dat files
[#] Last Download Location @rternet Explorer - Temporary Internet Fles 144,642 KB 5,037 files
[ utocomplete Form History @&internet Explorer - Cookies 3KB &files
Ml windows Explorer @nternet Explorer - History 32KB 1 files
[7] Recent Documents @rternet Explorer - Index. dat files KB 3 files
[7] Run (in Start Menu) 8%indows Explorer - Recert Documents 152KB 210 files
[¥] Search Autocomplete £ System - Empty Recycle Bin 1,202,532 KB 317 files
[¥] Other Explorer MRUs £ System - Memory Dumps 184 KB 2 files
£y system 7 System - Windows Log Files 21,718K8 332 files
[7] Empty Recycle Bin £ System - Start Menu Shortcuts 28 1 files
[l rempcrary Fies 1@ aAdvanced - Old Prefetch data 2,394K8 57 fies
[¥] liptoard 6 Advanced - IIS Log Files 738 1 files
[ Memory Dunes 18 Advanced - Hotfix Urinstallers 465,591 KB 1,427 files

[] Chkidsk File Fragments

[7] Windows Log Fies (& Applicatians - Office 2003 45KE 59 fies
[Z]ons Cache [El1nternet - Google Taokbar 4.0 FKB 7 files
[ Start Menu Shortcuts [El1nternet - sun Java TEBLKE 196 files
[Joesktop Shortcuts L& Internet - Windows Live Messenger 15KB 37 files
¥ advanced (& multimedis - Adobe Flash Player 73KB 531 fies
[#]old Prefetch data 15 Multimedia - Quicktime Player 2KB 1 Files
[ Menu Order Cache [ Multimedia - Quicktime Player Cache 29,907KE 19 fies

[ Tray Motfications Cache

[¥] Windaw SizefLocation Cache
[CJuser assist History

[Z]115 Log Files

[7] Hatfix Uninstallers

[ Custom Files and Folders
[[Jipe Free Space

74 start

This information is provided for information only.
Please ensure that you back up relevant information from your PC before
following these pages.

Information provided as is, with no warranty expressed or implied.
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